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Cybersecurity Maturity Model
Certification (CMMC 2.0)

Prepare for, and maintain compliance with the cybersecurity requirements of the Department of
Defense (DoD), as a part of your overall IT security assurance programs.

Stay Ahead of the Changing Rules

With the nation's security on high alert, the DoD Is cracking down on all contractors to be
sure they dont represent a security risk. Data Magic Compliance Manager GRC Is the best
way to stay on top of the changing rules and ensure the requirements are being met.

" Perform a Rapid Baseline
‘il Assessment

Data Magic Compliance Manager GRC gives you the option of using
the Bullt-in CMMC 2.0 management templates to quickly assess how
close you are to certification readiness for Level 1 or 2, and highlight
the gaps.

A
€€JB/EDB Calculate Your SP 800-171 Risk Score

Data Magic Compliance Manager GRC includes an interactive score
sheet that uses the Department of Defense's specific methodology for
determining the standardized score you must submit as part of the
Interim Rule.

7 Automatically Generate Your SSP
and POA&M

As you undergo the full assessment process for each individual
control at each CMMC Level, you can systematically (and in some
cases, automatically) upload your supporting documentation to speed
up the audit process.

Data Magic Compliance Manager GRC generates the required System
Security Plan (SSP) and Plan of Action & Milestones (POA&M).
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Data Magic Compliance Manager GRC for CMMC automatically gathers data from your computers, LAN and the
Microsoft Cloud which is needed as part of your evidence of compliance.

As you work through the various Data Magic CMMC requirements, you will have the abllity to upload any supporting

documents. These documents will be stored and accessible to any auditor or third-party assessor to speed the proces.
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The Engagement will begin with a kick-off call where you will
be introduced to the Compliance Services Pro Team and
given an overview of the Engagement Process. During this
call we will review your customer profile to ensure all
information required for the assessment process is
documented and in the right hands. We will also discuss the
technical details needed to gain access to the environment
for deployment of agents and CM-GRC portal access.

__ Manage End User &
o5 Vendor Risk

Data Magic Compliance Manager GRC includes

a self-serve” portal you can brand and set up for
end-users and/or employees to deliver basic Security
Awareness Training. Have them read and agree to any
of your policies. It also includes a separate vendor risk
management portal where you can track your vendors
compliance with your standard.
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