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Security Awareness Training Overview

Training
« Consistent Security Awareness Training for all users Hello Batman,
Wayne Enterprises & MSP have teamed up to provide you with training
« Training content guided by the NIST Framework 16 fwew You and Wayne Eniemiiea sate onine.
. Al : : In this short segment, we will focus on Phishing and Today's Cyber
Targeted 10-minute courses are driven by behavioral iy
psychology to improve your team'’s security
» Seamless, email-based access to courses, password-free Link D : hitps://raininginfimasee. com/courses/phishing?token=

3c77602926ad82216d2a251bb3362e0973135656defb7d5d24001b4fb659
08f38c72bb338884842a

« Reminders delivered twice a month to users who've not

Thank you for participating and doing your part to keep Wayne
Enterprises secure!

completed their training
Your friends,

Ensure that managers, systems administrators, Wayne Enterprises and MSP

and users of organizational systems are made aware

of the security risks associated with their activities. - e,
.. Example Training Notification
NIST 800-171 - Awareness & Training

AICPA

SOC

aicpa.org/socdso

Simulated Phishing

Joel, please add me to your LinkedIn network 1)
« Consistent Simulated Phishing Emails replicate the best attacks o el o> e L
in the wild in]

Hi Joel, Id like to join your Linkedin network.

» Every user is phished monthly, all with varied messages and timing

Tom Lee
a Executive Recruiting at Red Mountain, LLC

g Orlando, Florida Area
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« Those who fall for the tests are immediately made aware they've vevwore | 2200
been phished

« The next day, those users receive a reminder outlining how to avoid I s oo s R
the attack in the future e
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+ Also, these users automatically receive additional phishing emails Example Simulated Phish

to heighten awareness

Monthly Reporting Monthly reports show your team'’s training progress and highlight areas of risk

Program includes an Employee Cyber Security Training Policy that directly

Cyber Security
Training Policy

aligns with your team’s training and allows you to demonstrate your
security steps to regulators, vendors and clients

Establish and maintain a security awareness program to influence behavior among the workforce

to be security conscious and properly skilled to reduce cybersecurity risks to the enterprise.
CIS Control 14 - Security Awareness and Skills Training




