« MAGIC
COMPUTER SERVICES

Compliance Services Pro

Services Statement of Work

This document describes how Data Magic Computer Services (“Data Magic”) professional services team
works with customers to help manage and administer the Compliance Manager GRC platform (“CM-GRC")
for your compliance requirements or those of your clients .

Work Scope:

The Data Magic Compliance Services Pro team will aid with (a) CM-GRC setup at the apphcab\e Sites, (b) the initial
Compliance scan and reporting; (¢) recurring, periodic reporting and (d) assessment reviews. The signed quote for
Compliance Services Pro Services (the “Order”) will set forth the particulars of the engagement, including

the start date of Engagement

the Engagement Period;

the Sites Included in the Compliance Services Pro Services;
the Compliance Standards covered, and;
the Reporting Frequency (i.e., quarterly, semi-annually, etc.)

Additions to the number of Sites, Compliance Standards, and Reporting Frequency may be made upon written
agreement of you and Data Magic, at additional, agreed-upon pricing.

Compliance Services Pro will consist of a project team to perform initial setup, scanning, and guidance on completing
assessment processes in order to establish a proactive Plan of Action & Milestones (POAM). Each engagement wil
‘equire an (8) eight to (12) twelve-week ramp period from date of execution of the Order, and will run for the
-ngagement Period. Full Installation will occur when the Installation Criteria (defined below) are met.

Services Include:

Certified Project team with subject matter expertise in project management, compliance, and CM-GRC
administration.

Initial CM-GRC setup, including deployment of Single GRC Server Instance, Customized Branding, Standards and
Controls Selections, and Control and Workbook Assessment assignments.

CM-Agent Deployment assistance (up to 2 hours).

Partnership with company's main point of contact for completion of required technical workbooks, controls
assessments, and scans.

Delivery of Reports including: POAM Workbook, Controls Assessment, and Technical Risk Treatment Plan.
Custom Action Plan review with Certifiec Subject matter expert.

Quarterly (or other Reporting Frequency if applicable) environmental scans with Updated Reports.
Quarterly (or other Reporting Frequency if applicable) Updated Action Plan review based on environmental changes
and current threat landscape.
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Engagement Process:

The Initial Engagement Process is summarized, below:

Week 1: Prep Call Week 7-8: Report Generation

The Engagement will begin with a kick-off call where you will be At this point during the Engagement our team will generate the
introduced to the Compliance Services Pro Team and given an following reports for hand off to our Subject Matter Expert for
overview of the Engagement Process. During this call we will analysis: Plan of Action and Milestones, Standard

review your customer profile to ensure all information required Requirements Assessment Report, Controls Assessment

for the assessment process is documented and in the right Report, Technical Risk Treatment Plan, and Assessors

nands. We will also discuss the technical details needed to gain Checklist.

access to the environment for deployment of agents and
CM-GRC portal access.

Week 8: SME Assessment

Week 1 '2: CM'GRC Setup and Our Subject Matter Expert will review all reports and develop a

Data C0"ection customized Prioritized Action Plan for you based on Customer
Industry and Current Threat Landscape.

The next step in the engagement is to setup Compliance
Manager GRC and its related data collectors. You will be
nartnered with one of our Certifled CM-GRC administrators for
the Provisioning of the Site, Branding (if required), Standards
and controls selections, Deployment of GRC Server and Agents,
and kicking off environmental scans.

Week 8: Delivery Meeting

At the conclusion of each assessment period, we will hold a
Delivery meeting where our subject matter expert will walk you

Week 1-2: Workbook Generation
and Assignments

Subsequent Scans:

After Data collection, our team will Generate the required

Workbooks and Controls questions, then assign them to the After the initial 8 weeks of engagement (described

correct Role Group Members for completion. above), for quarterly (or other Reporting Frequency,
if applicable) scans and Updated Reports we will

rescan and reassign workbook and control
questions to capture changes in the end customer

week 2-7: WOI‘kbOOk and Control environment tfor analysis by our subject matter
Assessment Completion

expert. The process for these follow-on scanswill
follow a similar cadence to the initial assessment
process listed above. All previously provided reports
will be updated and our subject matter expert will
review and reprioritize customer action plan and
walk you through the results.

During this phase, it is your responsibility to ensure completion
of the assigned Workbooks and Controls Questions. Our Project
Coordination team will send weekly reminders to the assigned
participants to keep the engagement on track.
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